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PRIVACY POLICY

Welcome to the FSRCC's Privacy Policy notice.

This is our public statement about what we do with your personal data and our legal right for doing
it.

We respect your privacy and are committed to protecting your personal data whether you are
visiting our website (regardless of where you visit it from), supplying us with information or having
some other form of interaction with us. It also tells you about your privacy rights and how the law

protects you.

Our overall purpose is to protect depositors in the event of a credit institution authorised by the
Gibraltar Financial Services Commission being unable to repay deposits. Our activities involve the
preparation and processing of claims in the event of a bank failure. Doing so requires us variously
to collect, process, transfer and retain your personal data in a number of different ways; for example,
data that is required to ensure a timely payment in the event of an invocation of the Gibraltar
Deposit Guarantee Scheme.

This privacy policy is provided in a layered format so you can click through to the specific areas set
out below. Please also use the Glossary to understand the meaning of some of the terms we have

used in this privacy policy.

1. IMPORTANT INFORMATION AND WHO WE ARE

2. THE DATA WE COLLECT ABOUT YOU

3. HOW IS YOUR PERSONAL DATA COLLECTED

4. HOW WE USE YOUR PERSONAL DATA

5. DISCLOSURES OF YOUR PERSONAL DATA

6. INTERNATIONAL TRANSFERS OF PERSONAL DATA

7. DATA SECURITY

8. DATA RETENTION

9. YOUR LEGAL RIGHTS

10. GLOSSARY



1. IMPORTANT INFORMATION AND WHO WE ARE
PURPOSE OF THIS PRIVACY POLICY NOTICE

This privacy policy notice gives you information on how we collect, store, process, use and transmit
your personal data both through use of this website and having other interactions with us. Where
personal data is processed, we take steps to do this in a fair and transparent manner that protects
your personal data rights. Personal data includes such personal data as you or others may supply
us with. Examples are when a credit institution is required to submit information to enable a pay-

out of compensation, or when we hold data to carry out our day to day activities.

This website is not intended for children though please note that our function requires us sometimes

to hold bank data in respect of children.

It is important that you read this privacy policy together with any other privacy notice or data
processing notice we may provide on specific occasions when we are collecting or processing
personal data about you so that you are fully aware of how and why we are using data about you.

This privacy policy supplements any such other notices and is not intended to override them.

DATA PROTECTION LAW

How Gibraltar companies deal with your personal data is governed by the Gibraltar General Data
Protection Regulation. EU regulations are directly applicable in EU member states. GDPR seeks to
harmonise privacy laws across Europe and standardises many of the transparency rules for how

companies describe and deal with their personal data processing.

It is important to realise that for the purposes of protecting your personal data the FSRCC is not a
‘normal’ commercial Gibraltar company. For the purpose of carrying out our Deposit Guarantee
Scheme responsibilities we are established as a Designated Authority acting in the public interest.
In this instance GDPR does not apply in the same way as it applies to normal commercial companies
which may benefit commercially from interactions with you and your personal data. Specifically,
Article 6 of GDPR (Lawfulness of Processing) states that in the absence of consent from a data

subject, data processing will still be lawful if (Art 6(1)(e)):

“..processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller.”



To the greatest extent possible, the FSRCC will follow the obligations imposed by GDPR unless we
consider that compliance with any of its provisions would be likely to materially prejudice the proper

discharge of our functions or purposes.

DATA CONTROLLER
The Gibraltar Financial Services Commission is the data controller and is responsible for your

personal data (collectively referred to as "Commission”, “GFSC”, in this privacy policy notice).

The FSRCC acts as the Designated Authority for the purposes of the Deposit Guarantee Scheme in

Gibraltar (collectively referred to as the 'FSRCC’, "we", "us" or "our" in this privacy policy notice).

The GFSC have appointed a data protection officer (DPO) who is responsible for overseeing
questions in relation to our privacy policy. The DPO will communicate the decision of whether or
not the FSRCC will accede to any information request you make See Section 9 YOUR LEGAL RIGHTS.
So if you have any questions about this privacy policy, including any requests to exercise your legal

rights, please contact the DPO using the details set out below:

CONTACT DETAILS

Alan Pereira

Gibraltar Financial Services Commission
PO Box 940,

Suite 3, Ground Floor,

Atlantic Suites,

Europort Avenue,

Gibraltar

Email address: apereira@gfsc.gi

You have a legal right to make a complaint at any time to the Gibraltar Regulatory Authority (GRA),
which is the statutory Gibraltar supervisory authority responsible for data protection issues in
Gibraltar. We would, however, appreciate the chance to deal with your concerns before you
approach the GRA so please contact us in the first instance. See also Section 9 YOUR LEGAL RIGHTS
of this Privacy Policy.

CHANGES TO THIS PRIVACY POLICY AND INFORMING US OF CHANGES


mailto:apereira@gfsc.gi

This version was last updated on 25th May 2018 and historic versions are archived here or can be

obtained by contacting us.

It is important to us that the personal data we hold about you is accurate and current. If you think
or know that we hold personal data on you, we would be grateful to be kept informed if your
personal data changes. This will also ensure that we notify you promptly in the event of a data

breach notification being required - section 7.

THIRD-PARTY WEB LINKS

This website may include links to third-party websites, plug-ins and applications. Clicking on these
links or enabling those connections may allow third parties to collect or share data about you. We
do not control these third-party websites and are not responsible for their privacy policies or
statements. When you leave our website, we encourage you to read the privacy notice of any

website you visit.

2. THE DATA WE COLLECT ABOUT YOU

Personal data, or personal information, means any information about an individual person from
which that person can be identified. It does not include data where the identity has been removed
(anonymous data). Nor does it include data about firms or other legal persons unless it is co-
mingled with personal data. If that happens we always treat the combined or co-mingled data as

personal data.

We may collect, use, store, process and transfer different kinds of personal data about you which

we have grouped together as follows:

Identity Data for bank customers includes first name, any pre-marital name, last name, username
or similar identifier, marital status, title, date of birth, gender and nationality. It may also include

passport or identity card details.

Contact Data for bank customers includes addresses, email addresses and telephone numbers and

any stated communication preferences.

Financial Data for bank customers includes bank account (including account balances) and any

payment card details; it may also include a company number for example.

Transaction Data for bank customers includes details about any payments to and from you, and

other details of services purchased from us and status of account.

Employment and Directorship Data includes details of where you have worked and when; and which

legal entity you have been employed by or held office in.



Technical Data includes internet protocol (IP) address, login data, browser type and version, time
zone setting and location, browser plug-in types and versions, operating system and platform and

other technology on the devices you use to access this website.

Profile Data includes any username and password, services or requests made by you, any interests,

preferences, feedback and survey or consultation responses.

Usage Data includes information about how you use our website and services.

We also collect, use and share Aggregated Data such as statistical or demographic data for any

purpose. Aggregated Data may be derived from your personal data but is not considered personal
data in law as this data does not directly or indirectly reveal your identity. For example, we may
aggregate your Usage Data to calculate the percentage of users accessing a specific website feature.
However, if we combine or connect Aggregated Data with your personal data so that it can be used
to directly or indirectly identify you, we always treat the combined data as personal data which will

be used in accordance with this privacy policy notice.

We never collect any Special Categories of Personal Data about you. This includes details about
your race or ethnicity, religious or philosophical beliefs, sex life, sexual orientation, political opinions,

trade union membership, information about your health and genetic and biometric data.

3. HOW YOUR PERSONAL DATA IS COLLECTED

We use different methods to collect personal data from and about you including the following:

Direct interaction with you

You may give us your ldentity, Contact, Financial and other data by filling in forms or by
communicating with us by post, telephone, email or otherwise. This includes personal data you

provide when you (or a company or other legal person associated with you):

e apply to us or pay for a service;
e request information;

e provide feedback or reply to a consultation.

Automated technologies or interactions

As you interact with our website, we may automatically collect Technical Data about your equipment,
browsing actions and patterns. We collect this personal data by using Cookies, server logs and

other similar technologies. Please see our cookie policy for further details.



Third parties or publicly available sources

We may receive personal data about you from various third parties (whether from public or private
sources) such as other public interest regulators, your credit institution, due diligence/intelligence
providers both within and outside Gibraltar.

Technical Data

This may come from analytics providers such as Google and other providers based either inside or
outside the EU.

Contact, Financial and Transaction Data

This may come direct from providers of technical, payment and delivery services such as banks or

money transfer companies based inside or outside Gibraltar.

Identity and Contact Data

This may come from data brokers or aggregators based inside or outside the EU but also from

publicly availably sources such as Companies House and electoral registers based inside the EU.

4. HOW WE USE YOUR PERSONAL DATA

We only use your personal data when the law allows us to. Most commonly, we will use your
personal data where we need to carry out our daily functions. An example of this is where data is
used to ensure a timely payment in the event of an invocation of the Gibraltar Deposit Guarantee

Scheme.

Generally, and unlike normal Gibraltar companies, we do not rely on your consent as the lawful
basis for processing your personal data. This is because we have a legitimate interest in processing
your personal data where it is necessary to comply with a statutory, legal or regulatory obligation,

or legitimate request from another public interest regulator.

Please contact us if you need details about any specific legitimate interest we are relying on to

process your personal data.
MARKETING
We typically do not conduct marketing, advertising or publishing activities except in relation to:

e Human Resources requirements such as advertising a job vacancy;
e Publication of regulatory outcomes, warnings or updates on our website and/or in the

Gazette, whether at our discretion or further to a legal obligation on us to do so; and/or

e Awareness of the Deposit Guarantee Scheme.



PROMOTIONAL OFFERS

We do not conduct or make promotional offers.
THIRD-PARTY MARKETING

We will never share your personal data for marketing purposes.
OPTING OUT

As we never process or share your data for marketing purposes there can be no requirement to

ask us to stop sending you marketing communications.
COOKIES

You can set your browser to refuse all or some browser cookies, or to alert you when websites set
or access cookies. If you disable or refuse cookies, please note that some parts of this website may

become inaccessible or not function properly.
CHANGE OF PURPOSE

We will only ever use your personal data for the purposes we collected it, unless we reasonably
consider that we need to use it for another reason and that reason is compatible with the original
purpose. If you wish to get an explanation as to how the processing for a new purpose is compatible

with the original purpose, please Contact us

If we need to use your personal data for an unrelated purpose, we will notify you and we will

explain the legal or other basis which allows us to do so.

Please note that we may process your personal data without your knowledge or consent, in

compliance with the above rules, where this is required or permitted by law.

5.DISCLOSURE OF YOUR PERSONAL DATA

We may decide or be required to share your personal data with External Third Parties as set out in

the Glossary.

We require all third parties to respect the security of your personal data and to treat it in accordance
with the law. If we contract with a service provider (such as a law firm, a firm of expert investigators
or skilled-persons) we will likewise ensure that that party uses your personal data only for the
purposes of the service being provided and only permit them to process personal data for specified

purposes and in accordance with our instructions.

6.INTERNATIONAL TRANSFERS

We only ever transfer your personal data in accordance with our IT security policies and applicable

international standards.
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Only in certain limited circumstances will we transfer your personal data outside the European

Economic Area (EEA).
These circumstances include when we:

e receive a valid request for information from a public service regulator or similar relevant
entity outside the EEA. We will ensure that a valid request will include at least a similar level
of personal data protection as provided within the EEA.

e provide your data to an external third-party based outside the EEA. Similarly, we will ensure

your personal data receives at least the same level of protection it enjoys in Europe.

Where we use providers based in the US, we may transfer data to them if they are part of the
Privacy Shield which requires them to provide similar protection to personal data shared between

Europe and the US.

Please contact us if you want further information on the specific mechanism used by us when

transferring your personal data out of the EEA.

7.DATA SECURITY

We have put in place appropriate security measures to prevent your personal data from being
accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we limit
access to your personal data to those employees, agents, contractors and external third parties who
have a business need to know. They will only process your personal data on our instructions and

they are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected personal data breach and will notify

you and any applicable regulator of a breach where we are legally required to do so.



8.DATA RETENTION
HOW LONG WILL YOU USE MY PERSONAL DATA FOR?

We will only retain your personal data for as long as necessary to fulfil the purposes we collected
it for, including for the purposes of satisfying any regulatory, legal, accounting, or reporting

obligations or requirements.

To determine the appropriate retention period for personal data, we consider the amount, nature,
and sensitivity of the personal data, the potential risk of harm from its unauthorised use or disclosure
of your personal data, the purposes for which we process your personal data and whether we can

achieve those purposes through other means, and the applicable legal requirements.
We operate no fixed retention periods for personal data retention.

In some circumstances you can ask us to delete your data: see Request erasure below for further
information. The DPO, with reference to the relevant legislation, is responsible for communicating

the result of your request to you.

In some circumstances we may anonymise your personal data (for example, by deleting information
such as your name, so that this Identity Data can no longer be associated with you) for research or

statistical purposes in which case we may use this information indefinitely without notice to you.

9.YOUR LEGAL RIGHTS

You have a number of rights under data protection laws in relation to the personal data we hold

about you, such as the right to request access or corrections or even erasure of your personal data.

While you do have these rights, they will not always be granted in the context of our standing as
a Designated Authority (in respect of the Gibraltar financial sector). The decision in respect of such

requests will be communicated by our DPO following receipt of a request in writing to our DPO.
Please click on the links below to find out more about these rights:

e Request access to your personal data

e Request correction of your personal data

e Request erasure of your personal data

e Object to processing of your personal data

e Request restriction of processing your personal data

e Request transfer of your personal data



Please note that as we legally process personal data without your written consent there is no right

for you to withdraw that consent.
If you wish to exercise any of the rights set out above, please Contact us

Upon receipt of a written request and subject to being able to prove your identity, the DPO will
confirm whether or not we hold personal data about you and if so, what this data is. This data may

be provided to you in a readily understood format though note that it may also be redacted.
NO FEE USUALLY REQUIRED

You will not have to pay a fee to access your personal data (or to exercise any of the other legal
rights). However, we may charge a reasonable fee if your request is unfounded, repetitive or

excessive. Alternatively, we may refuse to comply with your request in these circumstances.
WHAT WE MAY NEED FROM YOU

We may need to request specific information from you to help us confirm your identity and ensure
your right to access your personal data (or to exercise any of your other legal rights). This is a
security measure to ensure that personal data is not disclosed to any person who has no right to
receive it. We may also contact you to ask you for further information in order to speed up our

response.
TIME LIMIT TO RESPOND

We try to respond to all legitimate requests within one calendar month. Occasionally it may take
us longer than a month if your request is particularly complex or you have made a number of

requests. In this case, we will notify you and keep you updated.
FORMER EMPLOYEES OR COMMITTEE MEMBERS

If you are a former employee of the GFSC or a former Committee Member of the FSRCC and are
using legal rights solely in respect of your role (or previous role) within the FSRCC you will under

normal circumstances have full access to such details.
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RIGHT TO COMPLAIN

You have the right to complain in respect of any of these issues to the Gibraltar Data Protection

Commissioner if you think that we have not properly complied with any of the above requirements:
The Gibraltar Data Protection Commissioner

Gibraltar Regulatory Authority

Suite 811, Europort

Gibraltar

Tel +350 200 74636

Fax +350 200 72166

E-Mail info@gra.gi
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10. GLOSSARY
o LAWFUL BASIS

Legitimate Interest means the requirement upon us (or those of a relevant third party) to conduct
and manage our activities to enable us to process your personal data where it is necessary to fulfil

our statutory, legal and regulatory goals while ensuring the best and most secure data experience.
o EXTERNAL THIRD PARTIES

Service providers acting as data processors based either inside or outside the EEA who provide
various services to us. An example would be a supplier of external IT, data processing or software

application services.

Professional advisers acting as processors or joint controllers including lawyers, bankers, auditors
and insurers based inside or outside the EEA who provide consultancy, banking, legal, insurance
and accounting services. Examples are outsourcing investigations to third parties or obtaining advice

from a legal firm.

Other Gibraltar and non-Gibraltar requlators or public bodies both inside or outside the EEFA acting
in a public interest and acting as processors or joint controllers based within and outside Gibraltar
who require reporting of processing activities in certain circumstances. We may share your personal
data via a number of gateways, including the various Multilateral Memorandum of Understanding
(MMoU) and Memorandum of Understanding (MoU) routes to which we are a signatory. For
example, the FSRCC has an MOU in place with the GFSC. A list of the FSRCC's current MOU'’s may

be viewed here: http://www.gdgb.gi or www.gfsc.gi. This sharing can come about either at our

request or the request of another signatory or other regulatory party; and compliance may be either
optional or obligatory on us. However the sharing comes about we will never sell or trade your
data, and will only ever share your personal data subject to a data protection standard which is at

least the equivalent of the EU standard.
o YOUR LEGAL RIGHTS

These are set out in Section 9

END of PRIVACY POLICY
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